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ABSTRACT

As modern technology advances and the proliferation of the internet continues, cyber threats are also on the rise. To
effectively counter these threats, the importance of utilizing Cyber Threat Intelligence (CTI) is becoming increasingly
prominent. CTI provides information on new threats based on data from past cyber incidents, but the complexity of data and
changing attack patterns present significant analytical challenges. To address these issues, this study aims to utilize graph
data that can comprehensively represent multidimensional relationships. Specifically, the study constructs a heterogeneous
graph based on malware data, and uses the metapath2vec node embedding technique to more effectively identify cyber attack
groups. By analyzing the impact of incorporating topology information into traditional malware data, this research suggests
new practical applications in the field of cyber security and contributes to overcoming the limitations of CTI analysis.
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APT37 9 178

Total 10 4,755
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Table 2. Node feature result

XGBoost Accuracy 0.8611

attack group precision | recall | fl-score

0 0.85 0.78 0.82

1 0.84 0.95 0.89

2 1.00 1.00 1.00

3 0.79 0.79 0.79

4 0.93 0.88 0.90

5 0.74 0.71 0.73

6 0.83 0.83 0.83

7 0.96 0.91 0.93

8 0.93 0.54 0.68

9 0.62 0.45 0.53

macro avg 0.85 0.79 0.81

weighted avg 0.86 0.86 0.86

Table 3. Node + Topology feature result
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1 0.84 0.97 0.90
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5 0.89 0.86 0.87

6 0.88 0.78 0.82

7 0.96 0.91 0.93

8 0.94 0.58 0.71

9 0.62 0.45 0.53

macro avg 0.88 0.80 0.83

weighted avg 0.88 0.88 0.88
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